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Rec# Recommendation

Develop and implement a quality review process at the local Regional
Office level that includes review of the data at key points during the
case life cycle.

Develop and implement a standard methodology for documenting data
in the NxGen case file.

We recommend the Office of the Chief Information Officer identify
controls that are not covered by the SOC1 report for the system and
perform assessment/analysis annually.

Coordinate with the Office of the Chief Financial Officer to ensure its
methodology to develop Field Office staffing requirements meets
OMB requirements.

Evaluate its method of determining Regional staffing levels and
consider whether a method that evaluates the level of work associated
with the cases in addition to the case intake is more appropriate and
what, if any, impact the ratios of R cases to C cases may affect the
level of work.

Develop a process to assess field staffing data that includes data
quality checks.

Develop an internal control process to address the findings at
Appendix A and related NxGen data issues.

We recommend that the Division of Operations-Management establish
a system of internal controls exclusive to the mail ballot process.

We recommend that the designated personnel complete training in
detecting counterfeit system components (including hardware,
software, and firmware) and best practices for counterfeit component
prevention.
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